OUTLOOK EXPRESS

IDENTIFY SENDER

© Darry D Eggleston, 813.677.2871, DarryD@darryd.com

Click on the blue, underlined text to go to its linked reference.

You receive an email from someone who should be a friend, but some-
thing tells you that it might be someone phishing.

Phishing, pronounced “fishing,” is a scam to steal valuable information such
as credit cards, social security numbers, user identifications and passwords. Also
known as “brand spoofing,” an official-looking email is sent to potential victims pre-
tending to be from their ISP, retail store, etc., and that due to internal accounting
errors or some other pretext, some info must be updated to continue the service.

A link in the e-mail message directs the user to a Webpage that asks for finan-
cial information. The page looks genuine because it is easy to fake a valid Web site.
Any HTML page on the Web can be copied and modified to suit the phishing scheme.
Such emails can be sent to people on selected lists or to any list, expecting that some
percentage of the recipients will actually have an account with the real organization.
The term comes from “fishing,” where bait 1s used to catch a fish. In phishing, email
is the bait.

How do you tell who the email is coming from?
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1. RIGHT-click on the email line (Figure
1) and then Left-click on the R Ry
“Properties” line. e
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Figure 1
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The sender’'s name and email address
shows in the resulting pop-up window
(Figure 2).

The sender can call himself any-
thing, but the email address will reveal
who it really is.

In this case, the sender is spoofing
my email name, but the email address is
not mine. (See mine at the top of this
article.)

3. IF you click on the “Details” tab, you
will see more details about the sender
(Figure 3).
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"Damyd” <damyd@acidtechno.one pl>

Type: Mail Message
Location: Inbos

Size: KB

Priority: Nomal

Sert: 8/8/2005 8:04 PM

Received: 8/8/2005 6:56 PM
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Figure 2
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4. If you click on the “Message Source
Intemet headers for this message: ‘ bUtton at the bOttOm-rlght Of the Deta"S
[statvs: 0 A i i ’ i
e window (Figure 3), you'll see more info
| Received: from default.org ([24.11.132.171]) H
| | by mue-pigeons atl sa earthlink net (EarthLink SMTF ! (Flgu re 4)
for <damyd@earthlink.net>; Mon, 8 Aug 2005 18:56;
| Date: Mon, 08 Aug 2005 19:04:36 -0500
| To: "Damyd"" <damyd @earthlink.net: Message Source - EE
| From: "Damyd” <damyd @acidtechno one pl= Statos: T
;Subjec:t: The picture is sent on SMS EeE ey -cd::( i at ~2‘.::=i§;>r”
:EEESES?(EJ:_[E5unq.:|bdfcomqm@eanh“nknEt; ..'I‘JYInx::uem:?n:;.‘.’::.:irtil\;k.n;t []H]thhLlnk. SMTF Server) with SMTP 14 1e2gxN123H13490
;)(:ﬁrrlivir;.ls\'. AVG for E-mail 7.0.338 [267.10.3] | bute: lon, 00 Aua 3005 15:00:36 0300
Mmemon 10 e HEreesnac.
| ik rom: "Darryd” rrydiacidtechno. one.p
|Content-Type: multipart /mixed; boundany/=—-—qgtapybozyuyile | Subjeat :I_w{:rl‘::-:m is sent on SHMS SEE
| K-ELNE-AV: .ﬂ '
| ‘ ;Tmlerys:.m;uqror E-mail 7.0.338 [267.10.3]
L';::.entr:‘;::; n\‘l.ltluart.l’nlx.eﬂ; boupdarys——--==-=- AILIPYbOIYTYL latamumg
| | e qutgpyboayuyilatanng
| Cantent-Type: taxt/html: charastsns-aseit
; P | 3 | Content-Transfar-Enoodiog: Thit
— S — —— ‘ <htal»<body>
chrychry
[ Message Source. .. ] .
[ Femmns
[ OK ] [ Cancel ]
Figure 3
Checied by i
Version: 7.0.338 / Virus Datebase: 267.10,3/66 - Release Date: U/8/200%
Figure 4
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