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Phishing, pronounced “fishing,” is a scam to steal valuable information
such as credit cards, socia security numbers, user 1D (identification) and pass-
words. Also known as “brand spoofing,” an official-looking e-mail is sent to
potentia victims pretending to be from their ISP, retail store, etc., and that due
to internal accounting errors or some other pretext, certain information must be
updated to continue the service.

A link in the e-mail message directs the user to a Webpage that asks for
financial information. The pagelooksgenuine, becauseitiseasy tofakeavalid
Web site. Any HTML page on the Web can be copied and modified to suit the
phishing scheme. Such e-mails can be sent to people on selected lists or to any
list, expecting that some percentage of the recipients will actually have an
account with thereal organization. Theterm comesfrom “fishing,” where bait
Isused to catch afish. In phishing, e-mail isthe bait.

Here’s how to discover and to deal with it.

‘a Enjoy a free laptop of your choice!

File Edit View Tools Message Help

1. Here is an example | ¢« & «w . x © © .
message (F|gure 1) i Reply Repl... Forw... Print Delete Previ... Next Addr...
) From: Laptop on us

Ask you rself, “Why Date:  Thursday, January 25, 2007 9:42 AM

H . To: darryd@darryd.com
WOUId they g|Ve me a Iap Subject: Enjoy a free laptop of your choice!
top?”

Is it time for new laptop? You could be chosen to evaluate top of the
line laptops and tell us what you think! Choose from brands like
Sony, HP, Toshiba, and Apple..

http://sneezingcolds.com/sordnagelof?e=6vfllTvNvfIITvP70h&m=120328&I=0

Don't let this of fer pass you bylll Find out how to get your new
laptop now!

http://sneezingcolds.com/sordnagelof?e=5gruujgNgruujqg9UzC&m=120328&I=0

Figure 1
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2. To find the sender’s address
(Figure 2):

address.

® Look at the sender’s address.

_From

HUnsubscribelRage

Enter your email address below to
unsubscribe:

X
Unsubscribe d
L — =

S Christopher Ha[—— =

MRod Burkett [ =70k

Sl aptop on u gy S i

giAEN‘Ei "Laptop on us" <Laptoponus@sneezingcolds com>

= See if YoylQug _

L aptop oy us zz;m_ M

Super Size 2
Laptoponus@
1 sneezingcolds.com

Figure 2

3. Phishers are not stupid. They often
create websites to “validate” their e-mail
addresses (Figure 3).

Clearly, their goal is to get your e-
mail address — and more.

Figure 3

4. Sometimes, when they %
originate in a foreign county, 2
you can spot them because
of their poor use of English
(Figure 4).

| cremte.. ™ Reply Reply All Forward ¢t Delete | Send. | Addre. Find

= Pinksheats alert! Wae have the most lowest and favorable p...  1/14/2007 6:...
sann

[see above subject] | guess there are LOWEST and then there are the "most™
o | [lowest. | learn something new every day. Dick

o T,
SLeom: Beckham's cominn In America | V... 17142007 1:.

Figure 4

= Solomon Hearn

t{a]* ] From

= I [501]

| Subject

¥ =IKim Komando Shaw D... Kim Komando Show Tip of the Day - Frida...
bodlelan 9%5REAL_DATE[%TIME]
recappable S%REAL_DATE[%TIME]

[} = HKatina
[} Hpeena

l!:z!z

e 5. Sometimes, a phisher will “spoof” an

m:p

organization that the e-mail receiver is

e !

% likely to recognize. In this example, the
i phisher has used the domain of the
Greater Tampa Bay PC User Group

< http:/IGTBPCUG.org >.

j) ‘hbebobiigtbpoug.org” has been added to your Blodked senders list,
Subsequent messages from this sender will be blocked.
e
_-I{pE Would you like to remove 8l messages from this sender from the current
e folder now?
£
=i
o Mo
[] =pt
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6. Using well-known Internet-access providers, phishers get a lot of unwary
people to click on a link and expose themselves to attack (Figures 6 & 7).

TIME WARNER
I

ROAD% Y
RUNNER | -
A
]

Mow you can get phone, cable

and Internet from one company.

I@TIME WARNER CABLE

THE POWER OF YOU

« Dear Member:

Thank vou for choosing RoadRumer Unfortunately there was a problem processing vour billing
information for the month of January. 2007. Soon we are upgrading some of our servers in our data
base for new service for our customers. Our number of clients has been mereasing rapidly last
month and becanse of that it is necessary for addidtional database servers, where some of our
clients are going to get moved. We require all moved accounts to verify their information on file with
us. To verify your billing at this time, please visit our secure server webform by clicking the hyperlink
below:

+ https://www.rr.com/rdrun/update

Figure 6

Verizon Broadband Essentials & Extras

Subject: Reminder to Activate your Verizon Broadband Essentials & Extras Service

Dear ROBERT C.

Thack your ecant ot for Varizon Secuiity and Backup Bundle 558, the ogtimal ssiion for your Braadband
Esson xaras novda Our tecords indicate that you hav not yot installod or Acated your senice. Don® wait
ancths | The process is easy and qust takes o bew minutes

You are jurst @ few simple steps away from taking advarnage of the great Broadband Essentials & Extras features you
have ordered

Activate your Service

To complete the installation and acthation, and accept the terms of use for of your senice, chok the Acate Mow link
and you will recese inatructions on how io proceed. FPlaase dont wad another mute to Bctivate your seeace!

ACTIVATE NOWY 3

Figure 7

7. Sometimes, the offer is just too good to believe; but, doing what | told you
to do in paragraph 2, you'll see what the real sender’s address is (Figure 9).

— Original Message —
From: Kimberly Sheffield

To: vicepresident@gtbpcug org

Sent: Saturday. January 08, 2007 7:19 PM
Subject: MS Office 2007, Acrabat &

Office 2007 is available for enterprise users from November
30, 2006. The end user version will be available in the begin-
ning of 2007. The 2007 Microsoft Office System, also known as
Microsoft Office 2007, is the most recent version of Microsoft's
productivity suite. Formerly known as Office 12 in the initial
stages of its beta cycle, it was scheduled to be made available
to volume license customers on November 30, 2006, with
general availability following in early 2007.

—— Original Message e
From: Kimberl

O SanT FoA0 CRA

Sent: Saturday, Jan
Subject: MS Office icasl2@monsieurpenis.com

Figure 8

Figure 9

8. What to do? Delete the message or block sender. Whatever you do, try
to avoid opening the message; but, if you do, do not click on any links.

Again, if the offer seems too good to be true,

it almost certainly is.
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